544 55 4 wofE Ik Vol.44 No.4
2023 4 A Journal on Communications April 2023

2

RV R IE R KRB E D REE I

£F3%, TH

(TR TSR, BRI M/RVE 150080

W FE: E5RESN (DPA) BXG o HE D SE I 2 A R F B —, SREMEEZA LR, DPA
5 % PR AR ZE A B E RS AR TG . 3T DPA, $EH T — Rl AT UG SR HT TR G (R SRR B 2 43 e i
ST (AMDPA) o I A4 I TR 22 43 Y BRI, R A 0 2 BH 70 AR 0L 88 DX IR R S5 A G P, 36 G ARt 3R DX 1) %o it
X [) PN 25 A R B2 % IMDPA 7 AES-128 HAMIAN R ER X A1 HET T SEIRIE, 45 R EH, 516411 DPA
AHEL, IMDPA FREHE /> GAZ| 85%) MIRERZEREM ERIIZ4H. R IMDPA 7ESCiER #7156~ (1) AES-128
R SR N RCR AT AR AEAE B AR S . A T #E— B I84E IMDPA £ LS FS b i@ 1, 78 SM4 B3k EET T2
IGIGIE, S1E40 DPA #ILL, IMDPA RE /D> GAE] 87.5%) HIRERAEAIE I E#I%H .

kHEE: AES:; JlE; ZEoREESHr: SM4

FEISES: TNIIS

SCHRFRRSAD: A

DOI: 10.11959/j.issn.1000-436x.2023063

Nove lincidence matrix differential power
analysis for resisting ghost peak

JIANG Zijing, DING Qun
College of Electronic Engineering, Heilongjiang University, Harbin 150080, China

Abstract: At present, differential power analysis (DPA) is one of the most important threats to the security of block ci-
phers in chips. When the collected power trace is insufficient, DPA is vulnerable to ghost peak caused by the difference
mean value generated by the wrong key. Based on DPA, a incidence matrix differential power analysis (IMDPA) was
proposed which could effectively resist ghost peak. The prediction difference mean matrix was constructed to avoid the
influence of the non leaking interval on the key guessing of the leaking interval by using the weak correlation of the
guessing key in the non leaking interval. The proposed IMDPA was tested in different leak intervals of AES-128 algo-
rithm. The results show that compared with traditional DPA, IMDPA requires less (up to 85%) power trace to guess the
correct key. At the same time, the key guessing efficiency of AES-128 under the implementation of protective measures
by IMDPA still has obvious advantages. In order to further verify the universality of IMDPA in block ciphers, experi-
mental verification is conducted on SM4 algorithm. Compared with traditional DPA, IMDPA requires less (up to 87.5%)
power traces to guess the correct key.
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